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Abstract:

With the development of mobile Internet and recognition technologies,biometric recognition has been widely deployed for
user identity authentication. Compared with traditional authentication mechanisms such as passwords and smart cards, the
privacy protection of biometric data has become an extremely critical concern. Effectively protecting biometric templates
without degrading recognition accuracy has also become a prominent research hotspot in academia. To address this issue, a
biometric template protection algorithm based on the improved fuzzy vault technique is proposed,and based on this algorithm,
an enhanced three—factor authentication scheme for remote identity authentication is constructed. Security analysis
demonstrates that the proposed authentication scheme can guarantee the authentication security while maintaining the
original biometric recognition accuracy,and effectively prevent the leakage of sensitive biometric data.
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