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Abstract:

Mobile office requires increasingly strict terminal security. The problem of the traditional zero—trust access architecture that is
'over—reliant on identity verification while neglecting contextual environment attributes" has become increasingly prominent.
Trusted computing, as an advanced security technology, utilizes the TEE hardware trust root to achieve platform integrity
measurement and remote attestation A fusion scheme of trusted computing and zero-trust architecture for general Android
terminals is proposed,and a trust chain from the hardware layer to the application layer is built by using the TEE trust root, the
Android Keystore and Key Attestation. The lightweight "challenge—response" protocol is used to achieve device integrity
measurement and anti—tampering proof. The zero—trust gateway decides access permissions based on real—time verification
results, providing an innovative technical path for building a new trust system and dynamic security boundaries.
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