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Abstract:

Relying on remote provisioning and multi—Profile management, eSIM technology has been gradually applied in the consumer
electronics of mobile communications. It not only improves users' experience of using communication devices,but also drives
the intelligent evolution of consumer electronics. Meanwhile,as eSIM technology is put into practice across various scenarios,
it also faces numerous security challenges. A systematic analysis of the security mechanisms and corresponding security risks
of eSIM is conducted, and security enhancement measures are proposed from four dimensions : terminal, system, service and
data. These measures include executable methods such as APP signature verification, one—order—one—code mechanism,
device—eSIM binding, transmission encryption and service rule standardization, which not only improve the overall security of
eSIM services,but also curb telecom fraud related to eSIM.
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