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Abstract:

To address the predictability risk of end—to—end encryption session keys in mobile instant messaging (IM) arising from the

A

S RENEL BrDRIIIBE  BEIRE ; in 2 im0
5 BREN

doi: 10.12045/j.issn.1007-3043.2026.09.008

X EHE:1007-3043(2026)09-0042-05
PESES:TNI18 i

entropy shortage or implementation flaws of pseudo—random number generators (PRNGs) , a quantum random number
generator (QRNG) key enhancement scheme is proposed. A three-layer architecture is constructed, comprising terminal
QRNG chips, a cloud key service, and an encrypted channel, and a hybrid key derivation process combining quantum entropy
seeds with a deterministic random bit generator (DRBG) is designed to overcome rate limitations, with a fallback strategy
provided. Analysis and experiments show that the scheme reduces master key predictability to a negligible level dominated by
guantum entropy, and outperforms pure PRNG solutions in predictability resistance and leakage resilience, which can support
high—security IM applications in government and finance.
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