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Abstract:

The development of 6G positions the communication infrastructure as the frontline battlefield of Al-vs—Al confrontation,
where attacking and defending agents continuously engage in strategic interactions and co-evolution within the
communication environment. Traditional adversarial machine learning has focused on single—point attacks, while overlooking
the critical dimensions of opponent behavior modeling, long—term deception, and strategic adaptation. The conceptual
foundations and core technologies of Behavioral Intelligence (Bl) in Al-vs—Al confrontation are defined and reviewed,
encompassing three technical pillars : game-theoretic modeling, behavior prediction and opponent modeling,and Al deception.
Defense techniques tailored for Behavioral Intelligence and their applications in communication networks are further
elaborated. Finally, the existing challenges in modeling Al adversarial interactions and future research directions are analyzed.
Behavioral Intelligence will constitute the true frontier of Al-vs—Al confrontation, and holds critical significance for building
trustworthy autonomous security systems in communication networks.

Keywords:

Behavioral intelligence ; Al-vs—Al confrontation ; Communication network autonomous security

5| A& S, &k RS THSERDNNA NABERRESSEZ2J]. Bl R, 2026(9):59-62.

Bl O B IE P R B L g N Z B A ) T AL
IS U XX A O A T M AN
PR B S 1) SRR AR TR ok 2 ) B T R AT
SR B SR HRE RGN Rt 7 0 7 AN AR B R SR
EBHNAL 5 1 B ek 58 BT AT O R B A R XS
W Z5 B o T AT A B RIS SR B Y 5 22 4
B AR AE T LATT M2 BE (Behavioral Intelligence, BI) A

1 A

N L BE R G RE ) IE A E P R T T B R
BIE I SR i B R B RTE S R Y
(LLM) 1 2 %8 REA 22 GEA5 T B 1 22 (g AT ASLRR
AT AT Z [6] B3 HE Can B 2 A 28 BA -5 7 A 4 Q) 2

%5 H HH . 2026-07-31

Rl i E BB

BB EE 1% 14 A /2026/09 | 59



AlltaEZR4 (B &% #£.4 B

%
Al Empowered Security | fT A BREMWAINNEERESE RS

X5 G T — AR AT N BE(BD) o
TEN LR BEXT HUATER , 17 o4 2 BB Ly 4 e M4 i i
XF o5 — DR REIR AT R 7 91 AT I | A A T
AT T G oA SR Bl AR I 58 w1 b 52 o HG o 5 Y g
1% TR AT R R AL S B BB Y = RS
Z—, FINFIEREAE SR BEIE A, I SR 2 TR
R T LLMACH AT A B RE M SE LR 42 . S ge Xt
PERLAS 27 > 5 T iy A BT REAS 0 3l sl A 1 254 B3 HX
AHEG A7 8 e 2R £ Tl el ) 2 B ) SR g 15l e
ATHURBCA S A2 fF BRI, 550
RET NHEAT R b 5NN A7 A8 BE (Artifi-
cial Behavior Intelligence )t , ALXFHLIESE T AT A
B RE TSR R B IR Z (RIS MR T E AT

SR, A Z55R R A DAL & et XA A
AR TR A R s AT R S T BT 2R X
TS R = RGP B A AL
FRBRAE P 45 22 U 0%, ORI — 28 RS A
W

A SCLAAT N REAE AR A L o 2k, il S8
A1 R BEAE ALK ST i IO R ASE B - 1l 2 A A7 A 93
I i A | A S AL HEAT AR B . SCRRES AT
55 2 75 AT N RE RIS T 4 ALY BT B BEAS 1
FEHESE S 55 3 B TR AN B AR A O HOR A0 45 1R A X
FTIN LA B 5 5 Y 5 5 4 B L5 0 1 1) 47 O 4 g
18 B35 A 7k B VTA B E 5 55 5 BRI T R Bk AR R R
Ty, JEgs A5 e

2 At B 5174 & s E ik BBk

2.1 Al A sh A1 IR E Al

AL PL R IR B A IR R AL, — B A2
B, BT AN TE X J5 () LS AR 2y BT, AP
FE— I AT30 G 53— W N 5 =20 s AH AR . X T
HERETT IR A% O 55 1E S22 2T JE AL X T 1 #E 26 5%
BRI DITN AT Ry RIS IE Y, Chalkiadakis
S NTR L TE 2 R AR IR PR BT b HEAT SROM X T A, R
TG PP 28 D 28 R R A 2% 2 R e T R AR A
T, AR ANE e P S B vE A AT 4 e A Pk R

TN REZ T LATE ALK 50 b o P B A7
2 R R R T R SR A 0T b B AR AT R R A iR
SRS HREAE " iln, — Aoy ALW] REAEHT
100 2558 B0 Gk P AT At HAESE 101 0k
EEAEE T . 2 PR GAUEE T A RIE, Wik X

60 | 2026/09/DTPT

BIE S S On e el s R o A o8 2%
SR FF S AL AL AR I PR, A B PR B S 0
22 ITHERENZ O

BUSCHR ), AT PR M A7 08 REM & TR el
11 09 Fe 50 (S B AE W 5 D3R, 1208 SCRLE 3 TR o
— AT LI, RIVAA A6 o P 40 b 4 O RRALE
Xt W PRI 2y T UL 3 5 B R RAT N B
W, 7225 % D1 L AT PP AN B 26T, NS T SR
s H AR, BN T — 2y B2 8 5 W sh VR ; =
JeAT AR, Rl B B R AT SO AT
Bk ofE AT R BE T ALK BT AT T i i 2 Pk
A AR A M, B TR R SR, X T
EIRE A CPe B, 2 BRI BUR R, S EOR R
PR R ARG AT A A ] TR B X R
e Bl R R AR R P B AT, T
RAEATRE LI, T 5 B DR SR BV E H i gl , A
1113265 W B > it A L PR R AR AN P A8 [ AL 5 =2 S
5 S SR 4 X AR, 24 90 ) AR e SR T4 oA
AR I, Tk 25 Al BB 0 A A 5 B oA 14 K
BP0 , AR ER A A A (5 AR

3 ITAHERMKERA

3.1 MHEBFEWITAEE

B AUX BT O 1 g A L 2
fil, FAT F2 0 A AT 32

a) ¥ U185 Stackelberg Y17 . 7E o B (figk
— 15 1% — 1 5] 8% 3l — L B3 B0 5 B A e L Y L 5
WO G E B, Stackelberg TR 4052 (4140
Bt ) Je 7R v R B BE A (Bt ) Ji e de e e
IO o 3X —HE 2 Bl R B N7 T I 2% R i 97 4 A
LLM B S o 23 A b 4 CAR I (Bt #5) #E LLM
RSO0 Brw S (RIS S I PO R VAP R E /N Ek /2N i
FHBREE AR

b) XTI RUHEWT 55 DU i g . B 5 8w A
RIS T (Tt ) g2 PR U IR B I 2 K AR
B A AT G WS AT N P 9 B R AR & Dt d
THIRRIRL ALV RE AR ZE B — A 00 T X TR B R A
G3AT IR TR HE AT DL s o A
Vi) i O (B R B IR 2R AT B AR 14T A
A, ATREM R Mo F FE AT WA MTAE BT . Chalkiada-
kis S NS TR IR IS S S HLAy D ONE R AR
WL ) R S R IS B B TR B

7 978 RE Y RIS



BOEE B% B AIRERS

TARREBENAITIMBEREESBERE | Al Empowered Security

¢) ZR R BT I AT BT ZE . 7E 22 5 AR 1A T
Prrh, B BAAT S B B A 2 B i — 20 BT, X B A
J5 ¥ B 2R RER AL R 47 R HEAR T B 1 BA P P
YES BRI 54 o X KRS A BA 36 4 g 5t , F 9 3 4
H T MF-MAPPO 35 F- 235 & ik 14 2258 Re A0 vy
RIS S AR F AL A LM T AN A1ES
BA ) S 4 O R A AL
3.2 ITABN S FEEHA

NEE ARSI BESR T AT o T R T A AT
H R REBIAZ T R

a) FETomAL A ) B FE LT F A . FEsh BN
B AR RE MR i B il s S N TR G . 25 RE
TRVRE i AL 2% 2] (MADRL) A 7E 4 F A 4 it 1
FEAESRS S X T I AL 2 SR R
T T SR W% )15 78 A R e 32 TR SR B £ g o
RS IR AR R T e ARt A fE B IR s
— EPE A PR, DLSGE TR B R R A )
HEAT T I 2 Be AR I 25

b) K5 AR AT A BINE . AR, 5T
LLM R 4547 Ay 7 BR A (0 TAE T BE o R LM AR B
AL N EAES (A 2 i SR | R
SC 2 )R AR B A A R I o h R
F30 BRI, LLM (4 B 4E R 5 AR AN £ ) A
BRI T A i SR b R
3.3 AR ST ARz

TR BEASUH T W0 % T, tho o] I 38 3h B
X F . AURIRBEE N REH S G &L
ARG H B AR S5 F, IF 8 I L AR oy
5 SAE BRI (4 JRUR o FE ALV, Tl AL TS D2 3
i AT A 43 A 38 T T8 P A 43 ) B A A 2k T
HHAR. HA EERE S MU i RS AE AN A
ik & e, AT SRE G bl 2 NSRRI AT Bl E 2
BHEAR R G, B REMR AT LR B IR SR W, FE AN
] B P R s R R AT A AL

4 HEEATAHEBERBER AR

4.1 BESERER

A 58 ) 2 4 4 [ A Ok 1 48 44 DC L 5B 0 57
DU, JCi AT 38 AT R Bl AT R
REDR B 14 B 2R R G RF 2t vt A7 Al Jf- 4
HI T 1 . Exabeam % 42 {1 #9 “ 47 M 5 £ 7 (behavior—
first) B AT R REAE N DR IR BRAR Al 22 4 i %

OFE BN GE — TP AT N 3T (UEBA ) R CEE
F1 000 (ABA) , JE BURE RS BR A% N\ 58 REIA R 24T M
i ALER BB REAR A
4.2 {TARMBENHERA

A1 I ) E S B AR T2 3 50, 54T R
SEREPERIE AT O W I -5 e R AT S 454 1 i 4
W fE . Wu''45 A $ i BIV HE S50 1o 75 B e ) 5 5
PRAE SRR AR A LU, S B T ATAR B RE YK
MUAEAT N T o ZHE S B PEACHS 23 M 5 LLM
B B BE ) SRR 25 &, SCRp O 229028 AR 23 Hr L
EACRERIN 3 MR T . A A B BEICIRR T R
EAT WIS Avi5% B AR ALZRGE B B AP BIL] , AR5
HTTP Rl AR5 RV TS I B A2 A
A TAEFIH 2 GEVR LLM 47 50T 5T 1 H 38 Ik
BRI A 0 PR AL B T S Sl 0 SR ,
TRE B AS B RN AT O BE B AR T B
17 s B Sl AR A T, DA o T A R AR A

S5 ATAHERERENEZZEFHINA

BE# 5G R IBE & AT 6G 1 BT 21k, & Bkt
B 7538 5 0 45 18 B AT 5 AT JEU 40 B9 A% 0 i
Yo AUIKRETACG 7 gl S8 RE R TS, A AR ATRK Bl Y
FE BB, I B 2 A0 BB XU R RE AR 11 47 £k 1
g5 o AT R RN BRAR TN AN X AT S Y
RET  AEX U i R G HEAE

a) A X AT(GenAD 3R 30 19 J5 AR Moy o 6G 2%
PR ALY St A AR, o T I H 4 38 KA R GenAl
KA e Y B . JEAE GenATBEUEFE LR M 45 (1)
TCLR BRI AIAZ O W B3 i Y 507 il , A7 O B BB
DI EHAT R F  LARLRERS I , 27 2] P 2847 Ry HE 2k LUK
Y E AV T s AL 20 T R S R R ) R A BR
JIM, I, GenALTE 6G I 44 Hi i) Z2 A5 25 5040 Ak AN
H EHEFLRE Ty, TR R VR RE Y i 1Y [ i o 4 22 65 400
142 4

b) i F B (LLM) WHE A9 B8 B 3 A o i xs
ATIRAE A Bt 3815 ) 26 B AR A 28 o b S B BE AL
TR BBl 756 ) = Zh A LLM E R T2
FEBE B s ALK, Gen AT B LA 3 1 S Bk Jg Jolp A 0
PO 248 i i S 0 BT ORI R A AE RE T L AT R R RE T
VUG B S OB W AT N ke, il il & F — A7,
FF Bl 2 VR B A SR M o HL H R I AT T v o
R AE EE 4R B = p B

BB EE 1% 4 A /2026/09 | 61



62

AlREEZ4 [ B8 #B.4% B

Al Empowered Security | fT A BREMWAINNEERESE RS

6 PERSRETTE

6.1 MAEREEREIEHI Bk

DR 5 TR M 22 A2 Al A5 TR A1 Sy Tl 8 9 40
AT, AT o 28 [ LF 2 JCR I, HLAFAEAS Al S0 Y
AT o ATIIBETE o, B AT 5 SR N “47 0 IE
OB R AT ST XA AE LR AT U o [F]
I, B J7 ik K 2 A B P B T LSS0 B R
Th BT LRI T mT 3 i A T2
TR, 25 A DR A B 5 R Y A2 S T X Ay
D TR SR 254 1) R DT D20 o AR S P Y i 045, 02
AMEEE R RS, BeAh, Y RTR R 3 A
O Frale 1B i8R, B XS T2 8 A0, 2 B Je AL 9
I 368 U B < b T LA F (B A BE S i 2N T
SRR (BT ROIT R R R o TR R m AL
AR B R AR I L TT 1]
6.2 4t

ARICRGEE T A7 8 GEAE AU B9t 52 BE
R B A Tk 45 B H A 38 15 19 265 22 4 v A9 L R0 7 1 o
7 098 BB ALK BT DA 285 1) RP E 2 ) 98 1] 3 285 9 5K
W2 ], {5 75 5 AR 14 BB A8 B X =1 < BT AR 5 O
8070 EAT R RE B A b R A AR 4 T R
HEZR A7 0 B 5 30 T 7 R 4 18 % B BE )
YA B T X DT3RO 6G 9 4545 fi i
LA B ALK R 6037 , 17 0 8 REJCREHs
2B B AT 2, el s S B AR T DAl i o
WA, AR BEM 2 1Y 1 22 B8 08 RS

SE Lk

[1] Exabeam. Behavior Intelligence for the Agentic Enterprise [ EB/OL].
[2026-05-10]. https : //www.exabeam.com/resources/data—sheets/beh
avior—intelligence—for—the—agentic—enterprise/.

[2]  Kim M H. Structured Cognitive Loop for Behavioral Intelligence in
Large Language Model Agents[J]. arXiv:2510.05107,2026.

[3] Park P S,Goldstein S,0'Gara A, et al. Al deception: A survey of ex-
amples, risks, and potential solutions [J]. Patterns, 2024, 5 (5) :
100988.

[4] WuY,Li T L, Liu H. Behavioral Integrity Verification for Al Agent
Skills[ J ]. arXiv:2605.11770,2026.

[5] JoK,ChoiJ,Kim K, et al. Artificial Behavior Intelligence : Technol-
ogy, Challenges, and Future Directions [ C]//Proceedings of the 2025
IEEE International Conference on Human System Interaction (HSI
2025). IEEE,2025:1-10.

[6] Zhou J, Chen Y, Shi Y, et al. SocialEval: Evaluating Social Intelli-

2026/09/DTPT

(7]

[12]

[20]

[21]

gence of Large Language Models| C ]//Proceedings of the 63rd Annual
Meeting of the Association for Computational Linguistics (ACL
2025). Vienna, Austria, 2025:30958-31012.

Aljovi¢ A, Lin Z W, Wang W B, et al. An autonomous Al agent for
universal behavior analysis[.]]. bioRxiv,2025.

Chalkiadakis G, Akasiadis C, Koresis G, et al. Graph Neural Net-
works, Deep Reinforcement Learning and Probabilistic Topic Model-
ing for Strategic Multiagent Settings[J]. arXiv:2511.10501,2026.
Fefed, TGl , A8 , 45 . 20 R 2R AR A T 7 vk i
[ IFEDLEAR 5 % %, 2025,35(9) 1 1-8.

Ganzfried S. Consistent Opponent Modeling in Imperfect—Information
Games[ ] ]. arXiv:2508.17671,2025.

Huang Y, Sun Y, Zhang Y, et al. DeceptionBench: A Comprehensive
Benchmark for Al Deception Behaviors in Real-world Scenarios[ C1//
Proceedings of the 39th Conference on Neural Information Processing
Systems (NeurIPS 2025). 2025.

Xu Y, Li M,Shen Z, et al. AT-Field: Rethinking the Games in Adver-
sarial Training[ C ]//Proceedings of the 40th AAAT Conference on Ar-
tificial Intelligence (AAAT 2026). 2026,40(32):27368-27376.

Sun Z, Zhang Z, Liang D, et al. “To Survive, I Must Defect” : Jail-
breaking LLMs via the Game—Theory Scenarios [J]. arXiv:
2511.16278,2025.

Albrecht S 'V, Stone P. Autonomous agents modelling other agents: A
comprehensive survey and open problems [ ] ]. Artificial Intelligence,
2018,258:66-95.

Jeloka B, Guan Y, Tsiotras P. Learning Large—Scale Competitive
Team Behaviors with Mean—Field Interactions and Online Opponent
Modeling[J]. arXiv:2504.21164,2026.

Curvo P M P. The Traitors : Deception and Trust in Multi-Agent Lan-
guage Model Simulations [J]. arXiv:2505.12923,2025.

Hackett W, Garraghan P. Behind the Refusal : Determining Guardrail
Activation via Behavioral Mnnitnring[]] arXiv:2607.02121,2026.
Ferrel V. HBEE : Human Behavioral Entropy Engine—Pre—Registered
Multi-Agent LLM Simulation of Peer—Suspicion—Based Detection In-
version[ J ]. arXiv:2605.07472,2026.

Munir M S, Proddatoori S, Muralidhara M, et al. A Trust-By-
Learning Framework for Secure 6G Wireless Networks Under Native
Generative Al Attacks [J]. IEEE Open Journal of the Communica-
tions Society, 2025 ,6:6045-6065.

Castro S R, Campbell R, Lau N, et al. Large Language Models are Au-
tonomous Cyber Defenders [C]//Proceedings of the IEEE CAI 2025
Adaptive CyberDefense Workshop. IEEE,2025.

Next Steps in Cyber Blue Team Automation—Leveraging the Power
of LLMs [ C]//2025 IEEE/IFIP Network Operations and Management
Symposium (NOMS). IEEE, 2025.

{EEE A
Wi, LR 1L, SN I8 T A S BRI A B, LR, 5L, BN
I B I SR LA R RS LR, L, BN e LR




