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Abstract:

To address fragmented scenarios, inconsistent descriptions,and limited variation in 5G security testing, five types of scenarios
are constructed, including 5GC/MEC, 5G small cells, NGAP/UDR, transport routers,and UPF protocol analysis—on a hybrid 5G
cyber range, and a five—element framework is used to describe them.Then large language models are introduced to extend
test branches, parameter and behavior variations, observation points, and difficulty configurations. Taking the NGAP/UDR
scenario as an example, the model generates 19 candidates, of which 13 are retained after rule—based review, and candidate
C03 is further validated in an isolated environment. The results show that the proposed method can improve the
standardization, executability,and observability of scenario extension.
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