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Abstract:

Niche fraud-related malware represents a more cunning, covert, and adversarial subset of fraud-related malwares. Its strong
concealment and rapid variant characteristics pose severe challenges to cybersecurity. An intelligent identification method for
niche fraud-related applications based on network traffic is proposed. By collecting application network traffic data in real time
and performing in—depth parsing, the multi—-dimensional feature vectors are extracted using traffic reconstruction technology.
Furthermore, a dynamically updated feature knowledge base for niche fraud-related applications is constructed, and machine
learning algorithms are introduced to achieve feature matching and anomaly detection, thereby enhancing the accuracy of
identifying novel variants of niche fraud-related applications.
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