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Abstract:

The security threats faced by the SRv6 protocol are analyzed, and the solution and principles of enhancing SRv6 network
security through HMAC are introduced. Then the process and details of SRvé HMAC packet encapsulation and verification
algorithms are outlined. Furthermore, a detailed explanation of the specific implementation process and methods of SRv6
HMAC enhancement security scheme based on VPP (Vector Packet Processing) is provided. Finally, comparative tests are
conducted to evaluate the performance impact of enabling HMAC enhancement security scheme in VPP.
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