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Abstract:

From the perspective of critical information infrastructure (CIl) compliance management in the telecommunications industry,
the underlying assumptions of 5G ClI protection systems and their potential contradictions in 6G scenarios are systematically
examined. The core concepts of "boundary — asset — risk" are reconstructed, and an integrated protection framework covering
"architecture layer, asset layer, protection layer, compliance layer" as well as its implementation mechanism are proposed.
With attack tree logic deduction and defense coverage set operations adopted, the theoretical effectiveness of the proposed
framework in addressing cross—domain intergenerational transmission risks and perceptual composite threats is verified from
three dimensions : attack path blocking, full threat coverage,and response time compression.
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