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Abstract:

To address the challenge of "qualitative expansion" of the attack surface facing the Al-native 6G core network,an end-to—end

W

approach is proposed, which provides a structured requirements analysis and problem definition foundation for the security
architecture design of the Al-native 6G core network. Through attack surface classification, the attack surfaces faced by the
common-mode coupling of Al models, open interfaces, and heterogeneous components are systematically analyzed. The
boundary judgment criteria for the complementarity between zero trust and endogenous security are defined, a security
requirements matrix is constructed, and the quantitative conclusion that 8 out of the 10 functional modules of the core
network require the coordination of both is revealed. The security requirements are mapped to typical scenarios such as
uRLLC, eMBB cross—domain roaming, and Al agent decision—making, thereby validating the feasibility of the collaborative
strategy under different SLA constraints.
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